Abstract-We report on a user study that provides evidence that spaced repetition and a specific mnemonic technique enable users to successfully recall multiple strong passwords over time. Remote research participants were asked to memorize 4 PersonAction-Object (PAO) stories where they chose a famous person from a drop-down list and were given machine-generated random action-object pairs. Users were also shown a photo of a scene and asked to imagine the PAO story taking place in the scene (e.g., Bill Gates-swallowing-bike on a beach). Subsequently, they were asked to recall the action-object pairs when prompted with the associated scene-person pairs following a spaced repetition schedule over a period of 100+ days. While we evaluated several spaced repetition schedules, the best results were obtained when users initially returned after 12 hours and then in 1.5× increasing intervals: 77.1% of the participants successfully recalled all 4 stories in 9 tests over a period of 102 days. Much of the forgetting happened in the first test period (12 hours): on average 94.9% of the participants who had remembered the stories in earlier rounds successfully remembered them in subsequent rounds. These findings, coupled with recent results on naturally rehearsing password schemes, suggest that 4 PAO stories could be used to create usable and strong passwords for 14 sensitive accounts following this spaced repetition schedule, possibly with a few extra upfront rehearsals. In addition, we find statistically significant evidence that initially (8 tests over 64 days) users who were asked to memorize 4 PAO stories outperform users who are given 4 random action-object pairs, but eventually (9 tests over 128 days) the advantage is not significant. Furthermore, there is an interference effect across multiple PAO stories: the recall rate of 100% for participants who were asked to memorize 1 or 2 PAO stories is significantly better than that for 4 PAO stories. These findings yield concrete advice for improving constructions of password management schemes and future user studies.
I. INTRODUCTION
Passwords are currently the dominant form of human authentication over the Internet despite many attempts to replace them [1] . A typical internet user has the complex task of creating and remembering passwords for many different accounts. Users struggle with this task, adopting insecure password practices [2] - [5] or frequently having to reset their passwords. Yet research on human memory provides reason for optimism. Specifically, spaced repetition-a memorization technique that incorporates increasing intervals of time between subsequent This work was supported by the NSF Science and Technology TRUST, the AFOSR MURI on Science of Cybersecurity, CUPS IGERT grant DGE-0903659 and NSF grant CNS1116776.
review of previously learned material-has been shown to be effective in enabling recall in a wide variety of domains [6] - [10] . Similarly, mnemonic techniques that provide multiple semantic encodings of information (e.g., as stories and images) also significantly help humans recall information [10] , [11] .
We report on a user study that provides evidence that spaced repetition and mnemonics enable users to successfully recall multiple strong passwords over time. The study is inspired by a recent result on naturally rehearshing password schemes [12] that rely on spaced repetition and a specific Person-ActionObject (PAO) mnemonic technique to design a scheme to create and maintain multiple strong passwords. As a core component of the study, remote research participants were asked to memorize 4 Person-Action-Object (PAO) stories where they chose a famous person from a drop-down list and were given machine-generated random action-object pairs. Users were also shown a photo of a scene and asked to imagine the PAO story taking place in the scene (e.g., Bill Gatesswallowing-bike on a beach). Subsequently, they were asked to recall the action-object pairs (e.g., swallowing-bike) when prompted with the associated scene-person pairs (e.g., Bill Gates-beach) following a spaced repetition schedule over a period of 100+ days. We designed the study to seek answers to the following questions:
• Do users who follow spaced repetition schedules successfully recall multiple PAO stories and, if so, which schedules work best? • Does the PAO mnemonic technique improve recall over random action-object pairs? • Is there an interference effect when users are asked to memorize multiple PAO stories?
We summarize our key findings and discuss their implications for password management below. First, while we evaluated several spaced repetition schedules, the best results were obtained under the schedule in which users initially returned after 12 hours and then in 1.5× increasing intervals: 77.1% of the participants successfully recalled all 4 stories in 9 tests over a period of 102 days. Much of the forgetting happened in the first test period (the first 12 hours): on average 94.9% of the participants who had remembered the stories in earlier rounds successfully remembered them in subsequent rounds. These findings, coupled with the results of Blocki et al. [12] , suggest that 4 PAO stories could be used to create and maintain usable and strong passwords for up to 14 accounts following this spaced repetition schedule, possibly with a few extra upfront rehearsals. The finding that much of the forgetting happens in the first test period robustly held in all the spaced repetition schedules that we experimented with. Another implication of this finding is that password expiration policies [13] negatively impact usability by forcing users to return to the highest rehearsal effort region of memorizing a password. Furthermore, they are unnecessary for strong passwords (see Section II).
Second, we find statistically significant evidence that initially (8 tests over 64 days) users who were asked to memorize 4 PAO stories outperform users who are given 4 random action-object pairs, but eventually (9 tests over 128 days) the advantage is not significant. This finding is consistent with the previous finding in that much of the forgetting happens in the early rounds and in those rounds the PAO mnemonic technique helps significantly with recall.
Third, we find a statistically significant interference effect across multiple PAO stories. Specifically, the recall rate of 100% for participants who were asked to memorize 1 or 2 PAO stories is significantly better than the rate for participants who were asked to memorize 4 PAO stories. The interference effect is strong: it continues to be statistically significant even if we only count a participant with 4 PAO stories as failing if they forgot their first (or first two) action-object pair(s). This finding has several implications for password management. Further studies are needed to discover whether the interference effect is alleviated if users memorize multiple PAO stories following a staggered schedule in which they memorize 2 stories at a time. To accomodate this user model, we also need new constructions for naturally rehearsing password schemes in which passwords can be constructed even when not all PAO stories are memorized upfront (see Section VI for a concrete open problem). At the same time, the perfect recall rate for 1 or 2 PAO stories suggests that they could serve as a mechanism for strengthening existing passwords over time. This conclusion is similar to the conclusion of a related study of Bonneau and Schechter [14] (although there are significant differences between the two studies that we discuss in Section V). Organization. Section II briefly reviews the password management scheme of Blocki et al. [12] , and the security of the associated passwords consisting of random action-object pairs. Section III presents the design of our user study. Section IV describes the results of the study. Section V describes related work. Finally, Section VI concludes with a discussion of the implications of these results for password management and suggestions for future work.
II. BACKGROUND: SHARED CUES
In this section we analyze the security of passwords consisting of random action-object pairs (Section II-A) and overview the Shared Cues password management scheme of Blocki et al. [12] . In Section II-C we consider a variation of the Shared Cues password management scheme which only requires the user to memorize four PAO stories to form 14 strong passwords.
A. Security Against Offline Attacks
Any adversary who has obtained the cryptographic hash of a user's password can mount an automated brute-force attack to crack the password by comparing the cryptographic hash of the user's password with the cryptographic hashes of likely password guesses. This attack is called an offline dictionary attack, and there are many password crackers that an adversary could use [15] . Offline dictionary attacks against passwords are powerful and commonplace [16] . Adversaries have been able to compromise servers at large companies (e.g., Zappos, LinkedIn, Sony, Gawker [17] - [22] ) resulting in the release of millions of cryptographic password hashes 1 . In our study each action is chosen uniformly at random from a list of 92 actions and each object is chosen from a list of 96 objects. Thus a randomly chosen action-object pair has ≈ 13.11 bits of entropy (approximately equivalent to the 13.29 bits of entropy in a randomly chosen 4-digit pin number). We assume that passwords are hashed using a cryptographic password hash function H and we let C (H) denote the cost of evaluating the cryptographic hash function one time. Bonneau and Schechter used data on the Bitcoin mining economy to estimate that C (H) ≈ $2 −50.07 for the SHA-256 hash function, and they estimate that with iterated password hashing we can increase this cost to C (H) ≈ $2 −26.07 if we are willing to wait approximately two seconds to compute H during authentication 2 . We note that on a computer with 2 d cores (e.g., GPU) the value of C (H) can be adjusted by a factor of 2 d without increasing the authentication time as follows: select a random salt value s ∈ {0, 1} * as well as a random value x ∼ {0, 1} d , compute H (pw, x, s) and store (s, H (pw, x, s)). Thus, if authentication were performed on a GPU with 1, 024 cores and we were willing to wait approximately two seconds for authentication we could increase C (H) ≈ $2 −16.07 ≈ $1.46 × 10 −5 . If a password is chosen uniformly at random from a space of size N then the adversary's expected cost of an offline attack is N C (H) /2. Table I shows the expected cost of an offline attack. A password consisting of two secret action-object pairs would be sufficiently strong to protect many accounts as long as the value C (H) × 10 6 is least $1 -Symantec reported that compromised passwords are sold for between $4 and $30 on the black market [24] , and a password consisting of three action-object pairs would be sufficiently strong to protect most high value accounts.
B. Shared Cues Password Management Scheme
Our user study is partially motivated by the Shared Cues password management scheme of Blocki et al. [12] . In their scheme the user memorizes random PAO stories, and forms [12] first memorizes several randomly generated Person-Action-Object (PAO) stories.
To memorize each PAO story the user would be shown four images: a person, an action, an object and a scene. The user is instructed to imagine the PAO story taking place inside the scene. After the user has memorized a PAO story the computer stores the images of the person and the scene, but discards the images of the action and object. The images of the person and the scene are used as a public cue to help the user remember the secret action and object. A password is formed by concatenating the secret action(s) and object(s) from several different PAO stories. The images of the corresponding people/scenes are used as a public cue to help the user remember his secret stories. We stress that the actions and the objects in each of these stories are randomly chosen by the computer after the images of person/scene have been fixed. If the user selected the action and the the object then he might pick actions or objects that are correlated with the person or the scene (e.g., the user might pick the object 'apple' with Steve Jobs). By having the computer select the story we ensure that the secret actions and objects are not correlated with the public cue for the password. Sharing Stories. Stories are shared across different accounts to minimize the total number of stories that the user needs to remember and, more importantly, to maximize natural rehearsals for each PAO story from the user's normal login habits. A central idea in this construction to balance usability and security is (n, , γ)-sharing set families. Definition 1: We say that a set family
Here, n denotes the number of secrets that the user has to memorize and m denotes the number of passwords that the user can form (e.g., the password pw i for account A i is formed by appending all secrets from set S i together). If the adversary learns all of the secrets in the set S j (e.g., in a plaintext password breach) then the password for account S i is still at least as strong as a password containing |S i | − γ secrets.
Blocki et al. [25] showed how to generate m = 110 passwords from 43 PAO stories using a (43, 4, 1)-sharing set family (each of the 43 secrets is a random action-object pair). In their scheme each password consists of a subset of four random action-object pairs. This scheme provides strong security guarantees. Even after two plaintext password breaches each of the remaining passwords is strong enough to resist an offline attack assuming that the password was encrypted by a password hash function H with C (H) ≥ $10 −6 and the adversary is not willing to spend more than $30 cracking the password [24] . Even after three plaintext password breaches the remaining passwords are still strong enough to resist online attacks 3 . Usability. To ensure that the user remembers all of his secret PAO stories, he is reminded to rehearse each PAO story that he has not used recently enough. More formally, given a constant σ s > 1, which may depend on the strength of the mnemonic techniques used to memorize the secret s, and a base unit of time b the user is reminded to rehearse at time bσ i+1 s whenever the user has not naturally rehearsed (e.g., by authenticating at an account whose password involves the secret s) the secret s during days bσ . The usability of a password management scheme is evaluated by predicting how many extra rehearsals (XR ∞ ) the user would need to perform over his lifetime to remember all of his secrets.
C. Variants Considered in Our Study
We observe that each PAO story that the user memorizes in the Shared Cues scheme could be viewed as containing two secrets (the action and the object). In this case a user who has memorized four PAO stories would be able to create m = 14 secure passwords by adopting the Shared Cues scheme with the following (8, 4, 2)-sharing set family S = {{1, 2, 3, 4}, {1, 2, 5, 6}, {1, 2, 7, 8}, {1, 3, 5, 7}, {1, 3, 6, 8}, {1, 4, 5, 8}, {1, 4, 6, 7}, {2, 3, 5, 6}, {2, 3, 6, 7}, {2, 4, 5, 7}, {2, 4, 6, 8}, {3, 4, 5, 6}, {3, 4, 7, 8}, {5, 6, 7, 8}}. Security. Each password is strong enough to resist an offline attack assuming that the password was encrypted by a password hash function H with C (H) ≥ $10 −6 and the adversary is not willing to spend more than $30 cracking the password [24] . Even if the adversary recovered one of the passwords in a plaintext password breach all of the user's other passwords will most likely be safe against online attacks because each password will contain at least two unknown secrets (action(s) and/or object(s)) 4 . Usability. The evaluation of usability of this construction can be decomposed into two questions. First, can users robustly recall 4 PAO stories while following a suitable spaced repetition schedule? A central goal of our study is to answer this question. Second, how many extra rehearsals (beyond rehearsals from normal logins) does a user have to perform in order to follow the spaced repetition schedule? We do not attempt to answer this question in our study. However, we provide a sense of this user effort in the discussion section (see Section VI). 3 We assume that a k-strikes policy is used to limit the number of incorrect guesses at each account and that the value of k is reasonably small (e.g., 3, 5) 4 We remark that there is a (8, 4, 3)-sharing set family of size m = 70 = 8 4 . However, we could not create 70 secure passwords using this set family -an adversary who has seen one of the user's plaintext passwords could most likely crack at least one of the user's other passwords in an online attack even with a 3 strikes policy at each account.
III. STUDY DESIGN
Our user study was conducted online using Amazon's Mechanical Turk framework, on a website at our institution. It was approved by the Institutional Review Board (IRB) at Carnegie Mellon University under IRB protocol HS14-294: Sufficient Rehearsal Schedules and Mnemonic Techniques. After participants consented to participate in the research study, we randomly assigned each participant to a particular study condition. Members in a particular condition were assigned a particular number of action-object pairs (either 1, 2, or 4), a particular memorization technique (e.g., mnemonic or text), and a particular rehearsal schedule (e.g., 24hr×2, 12hr×1.5) as determined by the condition.
Participants were then asked to complete a memorization phase. We randomly selected actions (e.g., swallowing) and objects (e.g., bike) for each participant to memorize. Participants in mnemonic conditions were also assigned pictures or "scenes," one for each action-object pair, and were given specific instructions about how to memorize their words. We paid participants $0.50 for completing the memorization phase. Once participants completed the memorization phase we asked them to return periodically to rehearse their words.
To encourage participants to return we paid participants $0.75 for each rehearsal, whether or not they were able to remember the words. If a participant forgot an action-object pair, then we reminded the participant of the actions and objects that were assigned and asked that participant to complete the memorization phase again.
We restricted our participant pool to those Mechanical Turk workers who had an approval rate of 95% or better, had completed at least 100 previous tasks, and were identified by Amazon as living in the United States. 797 participants visited our study website, and 578 completed the memorization phase and initial rehearsal phase.
A. Recruitment
On the Mechanical Turk website, participants were recruited with the following text:
Participate in a Carnegie Mellon University research study on memory. You will be asked to memorize and rehearse random words for a 50 cent payment. After you complete the memorization phase, we will periodically ask you to return to check if you still remember the words. If you forget the words then we will remind you of the words and ask you to complete the memorization phase again. You will be paid 75 cents upon the completion of each rehearsal.
Because this is a memory study we ask that you do not write down the words that we ask you to memorize. You will be paid for each completed rehearsal phase -even if you forgot the words.
B. Memorization Phase 1) Mnemonic group:
We first describe the memorization phase for participants assigned to a mnemonic condition. Participants in the mnemonic group were given the following instructions:
This study is being conducted as part of a Carnegie Mellon University research project. It is important that you answer questions honestly and completely. Please take a minute to read the following instructions.
The goal of this study is to quantify the effects of rehearsal and the use of mnemonic techniques on long term memory retention. In this study you will be asked to memorize and rehearse eight random words (four actions and four objects). During the first phase we will ask you to memorize the eight random words -you will be paid $0.50 upon completion of the memorization phase. After you complete the memorization phase we will periodically ask you to return via email to check if you still remember the words. If you forget the words, we will remind you of the words and ask you to complete the memorization phase again. You will be paid $0.75 upon the completion of each rehearsal.
Important: Because this is a memory study we ask that you do not write down the words we ask you to memorize. You will be paid for each completed rehearsal phase -even if you forgot the words.
You have been assigned to the mnemonic group, which means that we give you specific instructions about how to memorize the words. One of the purposes of this study is to determine how effective certain mnemonic techniques are during the memorization task. We ask that you follow the directions exactly -even if you would prefer to memorize the words in a different way. After participants finished reading the instructions the memorization phase proceeded as follows:
Step 1 Initially, participants were shown a photo of an assigned scene (e.g., Figure 1a ). Participants were next asked to select a famous person or character from a predefined list (e.g., Darth Vader) and were shown a photograph of the famous person that they selected -see Figure 1b . Once selected, participants could not change their person choices. After selecting a person, participants saw a randomly selected action-object pair. See Appendix A for the lists of people, actions and objects used in the study.
Step 2 As shown in Figure 2 , we asked participants to imagine a story in which the person they selected is performing the action in the given scene (e.g., imagine Darth Vader bribing the roach on the lily pad). We asked participants to type in this story, with all words in the correct order (Person-ActionObject).
Step 3 Participants were then required to select photographs of the action and object, and type in the action and object words two more times in separate fields.
We asked most participants to repeat Steps 1 through 3 four times using a new scene (e.g., a baseball field or a hotel room underneath the sea), a new famous person/character and a new action-object pair during each repetition. Thus, most participants memorized a total of eight words (four actions and four objects). After the memorization phase, we asked participants to complete a rehearsal phase (See Figure 4 ) before leaving the website.
2) Text group: We next describe the memorization phase for participants assigned to a text condition. Participants in the text group were given the same instructions as those in the mnemonic group, with the exception of the last paragraph, which begins "You have been assigned to the mnemonic group. . . " This paragraph is omitted for those in a text condition. After participants finished reading the instructions, the memorization phase proceeded as follows:
Step 1 As shown in Figure 3 , we randomly selected an action- object pair, and displayed these words to the participant.
Step 2 We asked each participant to spend one minute memorizing his words. We suggest that participants imagine a person performing the action with the object. We asked each participant to type in a story which includes the action and the object in the correct order.
Step 3 Participants were then required to type in the action and object words two more times in separate fields.
As with the mnemonic group, we asked most participants to repeat Steps 1 through 3 four times, and asked participants to complete a rehearsal phase.
C. Rehearsal Phase
Each participant was assigned a particular rehearsal schedule. The particular times that we ask the participant to return were given by the rehearsal schedule that participant was assigned to use (see Table II ). We e-mailed participants to remind them to return for each rehearsal using the following text:
Dear Carnegie Mellon study participant: Please return to (url) to participate in the next part of the memory study. If you do not return promptly upon receiving this email, you might not be considered for future phases of the study. You will receive a $0.75 bonus payment for completing this task and it should take less than five minutes.
Remember that you should not write down the words that were assigned to you. You will be paid for each completed rehearsal phase -even if you forgot the words.
There is no need to return to Mechanical Turk and find the HIT to receive the bonus, this bonus and any future bonuses will be applied to this MTurk account automatically as you complete each phase. Please do not attempt to take the HIT again on MTurk as this will result in a rejection.
If, for any reason, you do not want to complete the study, please reply to this email and let us know why, so we can improve our protocol for future studies.
Thank you! The Carnegie Mellon University Study Team We describe the rehearsal phase below: 1) Mnemonic group: Each participant was shown the scene and the picture of the person that he chose while memorizing his first story during the memorization phase. We then asked each participant to recall the assigned action and object for that story. As shown in Figure 4 , actions and objects were browsable and searchable to aid recall. If the participant was correct then we moved on to the next story. If the participant was incorrect then we asked the participant to try again. Each participant was allowed three guesses per action-object pair. After three incorrect guesses we asked the participant to repeat the memorization phase with the same actions and objects, and try the rehearsal phase again. Once the participant correctly entered all assigned action-object pairs, the rehearsal phase ended and participants were paid automatically.
2) Text group: Each participant from the text group was simply asked to recall the actions and objects assigned during the memorization phase. As with the mnemonic group, actions and objects were browsable and searchable to aid recall. Scoring and payment were handled the same as in the mnenomic conditions.
D. Follow Up Survey
Some participants did not return to rehearse their stories during the rehearsal phase. We cannot tell whether or not these participants would have remembered their passwords if they had returned. Instead we can only report the fraction of participants who remembered their passwords among those who returned for each rehearsal during the study. There are several reasons why a participant may not have returned (e.g., too busy, did not get the follow up message in time, convinced he or she would not remember the password). If participants do not return because they are convinced that they would not remember the password then this could be a source of bias (i.e., we would be selecting participants who are confident that they remember the story). Our hypothesis is that the primary reason that participants do not return is because they are too busy, because they did not get our follow up message in time, or because they are not interested in interacting with us outside of the initial Mechanical Turk task, and not because they were convinced that they would not remember the story. In order to test our hypothesis we sent a follow up survey to all participants who did not return to complete a rehearsal phase. Participants were paid 25 cents for completing this survey. The survey is described below:
You are receiving this message because you recently participated in a CUPS Memory Study at CMU. A while ago you received an e-mail to participate in a follow up test. We would like to ask you you to complete a quick survey to help us determine why participants were not able to return to complete this follow up study. The survey should take less than a minute to complete, and you will be paid 25 cents for completing the survey. The survey consists of one question. Which of the following reasons best describes why you were unable to return to take the follow up test?
A I no longer wished to participate in the study. B I was too busy when I got the e-mail for the follow up test. C I did not see the e-mail for the follow up test until it was too late. D I was convinced that I would not be able to remember the words/stories that I memorized when I received the e-mail for the follow up test. E I generally do not participate in follow up studies on mechanical turk. It is possible that some participants will choose not to participate in the follow up survey. However, in our case their decision not to participate is valuable information which supports our hypothesis, i.e., they are not interested in interacting with us outside of the initial Mechanical Turk task.
E. Rehearsal Schedules
In our study each participant was randomly assigned to follow one of the following rehearsal schedules 24hr×2, 24hr×2+2start, 30min×2 and 12hr×1.5. The specific rehearsal times for each schedule can be found in Table II . We can interpret a schedule 24hr×2 as follows: the length of the first rehearsal interval (e.g., the time between initial visit and the first rehearsal) is 24 hours and the length of the i + 1'th rehearsal interval is twice the length of the i'th rehearsal interval. If the participant was assigned to the 24hr×2 rehearsal schedule then we would send that participant a reminder to rehearse 1 day after the memorization phase. If that participant successfully completes the first rehearsal phase then we will send that participant another reminder to rehearse 2 days after the first rehearsal, and the next reminder would come four days later, etc. The final rehearsal would take place on day 1 + 2 + ... + 32 + 64 = 127. In the 12hr×1.5 schedule the length of the first rehearsal interval is 12 hours and after that intervals grow by a factor of 1.5. The 24hr×2+2start and 30min×2 conditions are similar to the 24hr×2 schedule except that participants are asked to do a few additional rehearsals on day 1 -after this the rehearsal intervals are identical to the 24hr×2 schedule.
We use the following syntactic pattern to denote a study condition: (Memorization Technique) (Rehearsal Schedule) (Number of action-object pairs memorized). For memorization technique we use m to denote the mnemonic groups and t to denote the text group. Thus, a participant in the group m 24hr×2 4 refers to a user who was asked to memorize four actions and four objects using the mnemonic techniques we suggested and to rehearse his person-action-object stories following the 24hr×2 rehearsal schedule from Table II . Because most participants were asked to memorize four random actionobject pairs we drop the " 4" from the end of those conditions.
F. Online studies
The passwords in our study did not protect high-value accounts, limiting ecological validity. In contrast to real-world, high-value passwords, study participants would not suffer consequences beyond a modest time cost if they forgot their password, nor were they incentivized to keep their passwords only in memory beyond our repeated requests that they do so.
We recruited participants using Mechanical Turk (MTurk). Using MTurk allows us to study a larger volume of participants in a controlled setting than would otherwise be possible. MTurk workers tend to be younger, more educated, and more technical than the general population, but they represent a significantly more diverse population than is typically used in lab studies, which often rely on college-student participants [26] , [27] . Many researchers have found that welldesigned MTurk studies provide high-quality user data [28] - [33] . Adar has criticized MTurk studies in general, although our use of crowdsourcing to understand human behavior fits his description of an appropriate use [34] .
IV. RESULTS
In this section we present the results from our study. In Section IV-A we overview the raw data from our study (e.g., how many participants returned for each rehearsal round?) and some simple metrics (e.g., how many of these participants remembered their action-object pairs?) In Section IV-B we discuss the results of a survey we sent to participants that did not return for a rehearsal phase. In Section IV-C we briefly overview Cox regression -a tool for performing survival analysis that we used to compare several of our study conditions. In Section IV-D we use the data from our study to evaluate and compare different study conditions.
A. Study Data
We first overview the metrics we use to evaluate the performance of participants in different study conditions. Notation: Given a participant P we use the indicator function Returned (P, i) = 1 (resp. Remembered (P, i) = 1) if and only if P returned for rehearsal i (resp. if and only if P remembered his words during rehearsal i with < 3 incorrect guesses per action-object pair. ). We use the function Survived (P, i) = i j=1 Remembered (P, i) to indicate whether P remembered his words with < 3 incorrect guesses per action-object pair during rehearsal i and during every earlier rehearsal j < i. We use the function SuccessfulReturned (P, i) = Survived (P, i − 1) ∧ Returned (P, i) to indicate whether P survived rehearsals 1 to i − 1 with no failures and returned for rehearsal i. Given an indicator function F and a study condition C (e.g., a set of participants) we use
to denote the number of participants selected by the indicator function F. For example, NumSurvived (C, i) denotes the number of participants in condition C who survive through rehearsal i. We will usually omit the C and write NumSurvived (i) when discussing results within a particular condition. Finally, we use Time (i) to denote the time of rehearsal i, as measured from the initial memorization phase. Table III shows how many participants who had never failed before returned in each rehearsal round as well as their conditional probability of success with 95% confidence intervals (e.g., NumSuccessfulReturned (i) and NumSurvived (i) /NumSuccessfulReturned (i)). We note that in some study conditions there is still one rehearsal round that has not been completed yet -these conditions are still ongoing. Figures 5a and 5b plot the conditional probability of success for participants who have not failed before (e.g., NumSurvived (i) /NumSuccessfulReturned (i)). Figure 6 plots the probability of success for all TABLE III : NumSurvived(i)/NumSuccessfulReturned(i) with 95% binomial confidence intervals. m = "mnemonic," t ="text" participants who returned for rehearsal i (e.g.,
with corresponding values in Table IV .
One of the primary challenges in analyzing the results from our study is that some participants were dropped from the study because they were unable to return for one of their rehearsals in a timely manner. We do not know how these participants would have performed under ideal circumstances (e.g., if all of our participants were always able to return to rehearse in a timely manner). We compare three different metrics to estimate the survival rate of participants in our study under ideal circumstances.
Our first estimate is
,
NumSuccessfulReturned(j) denotes our empirical estimate of the conditional probability that a participant will survive round j given that the participant survived all previous rounds and returned for rehearsal j. We plot this value in Figures 7a and 7b.
Our second estimate, shown in Figure 8 , is much simpler:
One potential concern with this estimate is that participants who failed in earlier rehearsal rounds might be less likely to return for future rehearsals. If so, this would bias the estimate upward, as later rounds would have a biased sample of participants who survived previous rehearsals. However, we did not observe any obvious correlation between prior failure and the return rate. Sometimes the return rate was higher for participants who had failed earlier than for participants who had never failed and sometimes the return rate was lower. Furthermore, in our survey of participants who did not return in time for a rehearsal round no one self-reported that they did not return because they were not confident that they would be able to remember (see Section IV-B). Both our first and second estiamtes were consistently close. TABLE IV : NumRemembered(i)/NumReturned(i) with 95% binomial confidence intervals. m = "mnemonic," t ="text"
We also include a pessimistic estimate of the survival rate, i.e., an estimate that is biased downward. Figure 9 plots the value of PessimisticSurvivalEstimate (i) = NumSurvived (i)
where the indicator function Failed (P, j) = 1 if and only if Survived (P, j − 1) and P failed to remember at least one of his action-object pairs with < 3 guesses during rehearsal j. This estimate explicitly assumes that participants who failed previously chose not to return, and is most likely overly pessimistic. A participant who succeeded through rehearsal i but could not return for rehearsal i + 1 would not be included in the estimate. However, if our participant had failed during round i before not returning for rehearsal i+1 then s/he would still be included as failing at i + 1.
B. Survey Results
We surveyed 61 participants who did not return to complete their first rehearsal to ask them why they were not able to return. The results from our survey are presented in Figure 10 . The results from our survey strongly support our hypothesis that the primary reason that participants do not return is because they were too busy, because they did not get our follow up message in time, or because they were not interested in interacting with us outside of the initial Mechanical Turk task, and not because they were convinced that they would not remember the story -no participant indicated that they did not return because they thought that they would not be able to remember the action-object pairs that they memorized.
Fun:
We had several participants e-mail us to tell us how much fun they were having memorizing person-action-object stories. The results from our survey are also consistent with the hypothesis that memorizing person-action-object stories is fun (e.g., no participants said that they no longer wished to participate in the study). 
C. Statistical methods
We used Cox regression to perform survival analysis, and compare different study conditions. Survival analysis relates the time that passes before a failure event (e.g., a user forgets one of his action-object pairs during a rehearsal) to covariates (e.g., mnemonic/text, rehearsal schedule, number of words memorized) that may be associated with this quantity of time. Cox regression is an appropriate tool for our study because it can deal with participants who dropped out of the study before they failed (e.g., participants who did not return for a rehearsal in a timely manner). To run Cox regression we need to have the following data for each participant: whether or not they failed, the time of failure for participants who did fail and the time a participant dropped out of the study for participants who were dropped before their first failure. The output of Cox regression is a set of regression coefficients β 1 , . . . , β k , which tell us how different study conditions affect the survival rate 5 . For example, suppose that our baseline condition was the t 24hr×2+2start condition and that x 1 = 1 if and only if the user was in the m 24hr×2+2start condition. If exp (β 1 ) < 1 (resp. exp ((β 1 )) > 1) then participants in the mnemonic condition are less likely (resp. more likely) to fail at any given time than participants in the baseline text condition.
We contrast the results of Cox regression, which operates over the full duration of our study, with simple t-tests performed on estimated survival rates between conditions at a 5 We use the proportional hazard model to compare the risk of failure for participants in different study conditions. In particular, given a baseline study condition we let λ 0 (t) denote the underlying hazard function -a function describing the risk that a participant fails to remember his action-object pairs at time t. Given explanatory variables x 1 , . . . , xp we use the function
to compare the risk for participants in different study conditions and we use Cox regression to compute the regression coefficients β 1 , . . . , βp for each explanatory variable. specific point in time, typically 64 days after memorization. We do this to examine estimated performance after passwords have been used for an extended period of time.
D. Findings 1) Reliable Recall of Multiple Passwords:
We find that 77.1% of participants in the m 12hr×1.5 condition who were always able to return were able to remember all four of their secret action-object pairs during all nine of their rehearsal rounds of a time period of 101.65 days. This value (NumSurvived (9) /NumReturned (9) = 0.771) closely matches our estimated survival rate EstimatedSurival (9) = 0.765. As explained before, eight secrets (four actions and four objects) could be used to form 14 different passwords using the Shared Cues password management scheme [12] . As we can see from Table III , most of the participants who did not survive forgot their action-object pairs during the first rehearsal.
2) Reliable Recall of a Single Password: 100% of participants who were asked to memorize one or two PAO stories (e.g., one password) were able to remember all of their secret action-object pairs during all eight rehearsals over a time period of 63.6 days. The 95% confidence interval for the fraction of participants in the m 24hr×2+2start 1 (resp. m 24hr×2+2start 2) condition who always remember their action-object pairs is [0.920, 1] (resp. [0.894, 1]).
3) Effect of Rehearsal: We used Cox regression to compare the survival rate for participants in the m 24hr×2, m 12hr×1.5, m 24hr×2+2start, and m 30min×2 study conditions. We used the m 24hr×2 condition as our baseline. Our results are shown in Table V . For all three conditions m 12hr×1.5, m 24hr×2+2start, and m 30min×2 we have exp (β i ) < 1 meaning that our model predicts that participants in the baseline condition (m 24hr×2) were less likely to survive at any given point in time. The evidence for the hypothesis exp (β i ) < 1 is statistically significant (at the α = 0.05 level) for the m 12hr×1.5 and m 24hr×2+2start conditions because the confidence interval for exp (β i ) does not contain the value 1. We cannot claim statistical significance for the 30min×2 condition due to a low number of participants in this group 6 . We also used used one-tailed t-tests to test the hypothesis ObservedSurvival (C 1 , i 1 ) > 6 Because the 30min×2 condition had many rehearsals on day 1 our time window for participants to return for each of these rehearsals was more narrow than in other conditions. As a result many participants in this condition were dropped after day 1 because they were not able to return in a timely manner. ObservedSurvival (C 2 , i 2 ) for C 1 = m 24hr×2 and C 2 ∈ { m 12hr×1.5, m 30min×2, m 24hr×2+2start }. We adjusted the values of i 1 and i 2 to compare the survival rates over similar time periods for participants who followed different rehearsal schedules. In particular, every rehearsal schedule had one rehearsal near day 64 (e.g., the sixth rehearsal in the 24hr×2 schedule was on day 63 and the eighth rehearsal for the 12hr×1.5 schedule was on day 64.65). Table VIII shows these results. While the survival rates were lowest in the m 24hr×2 condition the t-test results were not statistically significant at the α = 0.05 level.
4) Mnemonic vs Text Conditions:
We found that participants who used the PAO mnemonic technique significantly outperform users who didn't in recalling their action-object pairs in the short term. In particular, we used a one-tailed ttest and tested the hypothesis ObservedSurvival (C 1 , i 1 ) > ObservedSurvival (C 2 , i 2 ) for C 1 = m 24hr×2+2start and C 2 = t 24hr×2+2start. We compared our conditions at two points in time: 63.6 days after memorization (i 1 = i 2 = 8) and after the final rehearsal 127.6 days after memorization (i 1 = i 2 = 9). Table VIII shows these results.
The evidence that participants in m 24hr×2+2start perform better than participants in t 24hr×2+2start for the first 63.6 days after memorization is statistically significant (p = 0.010). However, after the final rehearsal (i 1 = i 2 = 9) the evidence for our hypothesis is no longer statistically significant. Surprisingly, during the last rehearsal round on day 127.6, participants in the t 24hr×2+2start condition were more likely to remember their action-object pairs than participants in the m 24hr×2+2start condition. We also used Cox regression to compare the survival rates for the t 24hr×2+2start and m 24hr×2+2start conditions using the m 24hr×2+2start condition as a baseline. Our results are shown in Table VI . We have exp (β i ) > 1 for the t 24hr×2+2start condition, which indicates that participants did benefit from adopting mnemonic techniques to memorize their action-object pairs. However, the hypothesis exp (β 1 ) > 1 (e.g., the survival rate is worse in the text condition) does not reach the level of statistical significance at the α = 0.05 level. Table VII shows the results of Cox regression if we only include data from the first eight rehearsal rounds (through day 63.6). In this case the hypothesis exp (β i ) > 1 is statistically significant. 5) Effect of Interference: We found that there is an interference effect. Participants performed better when memorizing one or two PAO stories. We used a one-tailed ttest to test the hypothesis ObservedSurvival (C 1 , i 1 ) > ObservedSurvival (C 2 , i 2 ) for the conditions C 1 ∈ {m 24hr×2+2start 1, m 24hr×2+2start 2} and C 2 = m 24hr×2+2start 4. We tested the hypothesis 63.6 days after
1.04 2.829 0.3434 1.287 6.219 * n = 122, number of failure events k = 37. * indicates exp (β i ) is significantly different from 1 at the α = 0.05 level. 
memorization (e.g., i 1 = i 2 = 8) because this was the last rehearsal round that participants in the m 24hr×2+2start 1 and m 24hr×2+2start 2 conditions completed. The results are shown in Table VIII . The evidence for both hypotheses was statistically significant. In fact, we can confirm a much stronger hypothesis: the survival rate in the m 24hr×2+2start 1 (resp. m 24hr×2+2start 2) condition is greater than the survival rate in the m 24hr×2+2start 4 even if we only count failures on the first (resp. first two) actionobject pair(s) and even if we treat every participant P from the m 24hr×2+2start 4 condition who dropped without failing on the first (resp. first two) action-object pair(s) as succeeding. A Cox regression on this data was unable to converge as both β i tended to negative infinity -since both m 24hr×2+2start 1 and m 24hr×2+2start 2 had no failures, exp (β i ) tends to 0.
V. RELATED WORK

A. Spaced Repetition
Pimsleur [9] proposed a rehearsal schedule to help people memorize unfamiliar vocabulary words. He suggested rehearsing after 5 seconds, 25 seconds, 2 minutes, 10 minutes, 5 hours, 1 day, 5 days, 20 days, etc. His proposed schedule is precisely the schedule given by expanding rehearsal assumption with the association strength constant set to 2 σ = 5 ≈ and an initial delay before the first rehearsal set to 5 seconds. Pimsleur based his recommendations on previous empirical studies [35, pp. 726 ff] . The application SuperMemo [8] uses a similar rehearsal schedule to help users remember flashcards. Wozniak and Gorzelanczyk conducted an empirical study to test these rehearsal schedules [7] . In their study undergraduate students were asked to memorize and rehearse vocabulary words for a foreign language by following a rehearsal schedule very similar to the expanding rehearsal schedule. Wozniak and Gorzelanczyk tracked each students performance with each particular vocabulary word and used that information to estimate how difficult each word was. If a word was deemed 'difficult' then the length of the time interval before the next rehearsal would only increase by a small multiplicative constant (e.g., 1.5) and if the word was judged to be 'easy' then this time interval would increase by a larger multiplicative constant (e.g., 4). We stress two key differences in our study: First, because we are asking the user to memorize secrets that will be used to form passwords our rehearsal schedule needs to be conservative enough that our user will consistently be able to remember his secrets during each rehearsal. In other studies the information participants were asked to memorize (e.g., vocabulary words) was not secret so participant could simply look up the correct answer whenever they forgot the correct answer during a rehearsal. By contrast, in the password setting a recovery mechanism may not always be available -users are advised against writing down passwords and organizations have been held liable for damages when they do not properly encrypt their passwords [36] . Second, in our study we ask participants to memorize secrets by following the Person-Action-Object mnemonic techniques. Because these secrets may be easier or harder to memorize than other information like vocabulary words the ideal rehearsal schedule should be tailored to particular mnemonic techniques adopted by the user. Previous studies have demonstrated that cued recall is easier than pure recall (see for example [10] ) and that we have a large capacity for visual memories [11] . However, we are not aware of any prior studies which compare cued recall and pure recall when participants are following a rehearsal schedule similar to the one suggested by the expanding rehearsal assumption.
B. Spaced Repetition -Applications to Passwords a) Password Management Schemes: While there are many articles, books, papers and even comics about selecting strong individual passwords [37] - [44] , there has been little work on password management schemes-systematic strategies to help users create and remember multiple passwordsthat are both usable and secure. Bonneau et al. [1] evaluated several alternatives to text passwords (e.g., graphical passwords, password management software, single-sign-on, federated authentication) finding that, while each alternative had its advantages, none of the alternatives were strictly better than text passwords. Florencio et al. [45] argued that any usable password management scheme 7 cannot require users to memorize unique random passwords. They suggested that users adopt a tiered password management scheme with a unique password for high, medium and low security accounts. Blocki et al. [12] recently proposed designing password management schemes that maximized the natural rehearsal rate for each of the secrets that the user had to memorize subject to minimum security constraints. Our study is heavily motivated by their work, which we already described in Section II.
b) Slowly Expanding Password Strength: Bonneau and Schechter conducted a user study in which participants were encouraged to slowly memorize a strong 56 bit password using spaced repetition [14] . Each time a participant returned to complete a distractor task he was asked to login by entering his password. During the first login the participant was shown four additional random characters and asked to type them in after his password. To encourage participants to memorize these four characters they would intentionally wait a few seconds before displaying them to the user the next time he was asked to login to complete a distractor task. Once a participant was able to login several times in a row (without waiting for the characters to be displayed) they would encourage that participant to memorize four additional random characters in the same way. They found that 88% of participants were able to recall their entire password without any prompting three days after the study was completed. There are several key difference between their study and ours: First, in our study participants were asked to memorize their entire password at the start of the study. By contrast, Bonneau and Schechter encouraged participants to slowly memorize their passwords. Second, Bonneau and Schechter did not tell participants that their goal was to slowly memorize a strong 56 bit password -users were led to believe that the distractor task was the purpose of the study. By contrast, in our study we explicitly told participants that their goal was to remember their words (without writing them down). Finally, participants in our study were given fewer chances to rehearse their passwords and were asked to remember their passwords over a longer duration of time (4 months vs 2 weeks). Bonneau and Schechter asked participants to login 90 times over a two week period. In our study participants were asked to rehearse at most 11 times over a period of up to 127 days. We believe that the results of our study could be used to help improve the password strengthening mechanism of Bonneau and Schechter -see discussion in Section VI.
C. System Assigned Passwords.
Empirical studies have shown that many user-selected passwords are easily guessable [5] . A user study conducted by Shay et al. [46] compared several different methods of generating system assigned passwords for users to memorize (e.g., three to four random words, 5 or 6 random characters). They found that users had difficulty remembering system assigned passwords 48-120 hours after they had memorized it. In fact, 7 They use the term "password portfolios." users had more difficulty three to four random words from a small dictionary than when they were asked to remember 5 to 6 random characters. Participants in their study were not asked to follow any particular mnemonic techniques, and were not asked to follow a rehearsal schedule.
D. Password Composition Policies
Another line of work on passwords has focused on composition policies (policies which restrict the space passwords that users can choose) [40] , [47] - [49] . These policies may negatively effect usability (e.g., users report that their passwords are more difficult to remember [40] , [47] ) and also have adverse security effects (e.g., users are more likely to write down their passwords [47] , [49] , some restrictive composition policies can actually result in a weaker password distribution [47] , [48] ).
VI. DISCUSSION
Password Expiration Policies: Following NIST guidelines [13] many organizations require users to change their passwords after certain period of time (e.g., thirty days). The desired behavior is for user's to select a random new password that is uncorrelated with their previous passwords. We contend that these policies will adversely affect usability and security. Memorizing a new password requires effort and users are typically only willing to invest a limited amount time and energy memorizing new passwords. Our experiments indicate that most of the effort to memorize and rehearse a password is spent in the first week after the new password is chosen. By forcing users to reset their password frequently an organization forces its users to remain within the most difficult rehearsal region. There is strong empirical evidence that users respond to password expiration policies by selecting weak passwords and/or selecting new passwords that are highly correlated with one of their old passwords (e.g., old password+i for i = 1, 2, . . .) effectively canceling out any security gains [50] , and many organizations, when faced with competition, avoid password expiration policies entirely due to usability concerns [51] . We contend that a more productive policy would ask participants to slowly strengthen their passwords over time using spaced repetition (see discussion below).
Strengthening Passwords Over Time: Our results suggest that the password strengthening mechanism of Bonneau and Schechter [14] could be improved by adopting the PAO story mnemonic used in our study and by using a rehearsal schedule like 24hr×2+2start to help predict when a user has memorized his new secret. Recall that in their mechanism a user authenticates by typing in his old password and then by typing a random character or word that is displayed next to the password box. To encourage participants to memorize this secret character/word, the user will not be shown the random character/word for several seconds, allowing a user who has memorized the secret to authenticate faster who has not. At some point the mechanism will predict that the user has memorized his new secret. At this point this secret is permanently appended to the user's password so that the user must remember this secret to authenticatehe can no longer wait for the character/word to be displayed. We remark that,instead of requiring the user memorizing a new random character/word to append to his password, it may be easier for the user to memorize a random actionobject pair using the PAO mnemonic techniques from this study. Participants in the mnemonic 24hr×2+2start 1 and mnemonic 24hr×2+2start 2 conditions remembered their secret action-object pairs perfectly. We also remark that the 24hr×2+2start rehearsal schedule could provide a reasonable basis for predicting when a user has memorized his new action-object pair. In particular, the 24hr×2+2start schedule can help us predict how long the user will be able to remember his new action-object pairs without rehearsing again. If it is safe to assume that the user will return to authenticate before this point then we would argue that it is safe to predict that the user has memorized his secret action-object pair. Another interesting observation from our study was that participants in the m 24hr×2 4 condition who remembered their actionobject pairs during the first two rehearsal on days 1 and 3 were actually more likely to survive through rehearsal 6 (on day 63) than participants in the m 24hr×2+2start 4 condition who remembered their action-object pairs through rehearsal 4 (on day 3.6) were to survive through the corresponding rehearsal 8 (on day 63.6) -though this result was not significant at the p = 0.05 level. We hypothesize that a user's ability to remember a particular set of action-object pairs after a challenging rehearsal interval (e.g., only 77% of participants in the aggressive rehearsal who returned for the first rehearsal on day 1 remembered their action-object stories) is better indicator of that user's future success for those particular action-object pairs than performance on less challenging rehearsal intervals. This hypothesis could also help us to predict when a user has memorized a new action object pairs. However, more studies are necessary to properly test this hypothesis.
Mitigating Initial Forgetting: Our finding that most participants who did not survive forgot one of their action-object pairs on the first rehearsal (12 hours) leads us to suggest three mechanisms to help ensure that users will remember their action-object pairs in the Shared Cues password management scheme: 1) Start with a shorter initial time gap between the memorization phase and the first rehearsal (e.g., 3 hours or 6 hours). 2) Instruct the user to wait 12 hours after he has memorized the PAO stories before using the secret actionobject pairs to form passwords. If the user can still remember his PAO stories after 12 hours then he can go ahead and use those stories to create passwords. 3) Implement a temporary recovery mechanism which allows a user who can remember one or two of his action-object pairs to recover his other action-object pairs during the first 24 hours (e.g., 98.6% of participants in the m 12hr×1.5 condition remembered their first action-object pair after 12 hours).
Natural Rehearsals: Following Blocki et al. [12] we provide a sense of extral rehearsal effort by assuming that the user's visitation schedule for each account is well-modeled by a Poisson arrival process, and that we know how frequently We observe that most of the extra effort required of the user will come in the first few days -after 1.75 days we predict that our typical user will need to do 0.14 extra rehearsals over his lifetime to remember all four PAO stories.
Mitigating the Interference Effect: One potential downside of the Shared Cues password management scheme [12] is that the more secure versions of the scheme may require users to memorize multiple stories at once. For example, Blocki et al. [12] suggested that users memorize 43 stories to create 110 unique passwords with a (43, 4, 1)-sharing set family to ensure security against an offline adversary who has seen one or two of the user's passwords. In their scheme the user would need to memorize at least 36 of these stories to form the first 9 passwords. The results of our study indicate that it is more difficult for users to memorize more than two PAO stories at once (e.g., participants in the m 24hr×2+2start 1 and the m 24hr×2+2start 2 conditions were perfect while some participants in the m 24hr×2+2start 4 struggled to remember their action-object pairs). It is likely that the interference effect is, at least partially, due to user fatigue (e.g., participants who memorized four PAO stories had less mental energy to expend memorizing each action-object pair than participants who only memorized one or two PAO stories). One potential way to mitigate the interference effect would be have user's follow a staggered schedule in which they memorize two new PAO stories at a time. Another important research problem is to construct (n, , γ)-sharing set families that expand gracefully so that the user does not need to memorize too many stories at the same time (e.g., for every t we seek to memorize the number of action-object pairs that a user would need to memorize to form the first t passwords).
